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1 ABSTRACT 
SCADA systems directly influence the lives and wellbeing of all civilians in almost 
any modernized country. The best site for an attacker to compromise in order to cause 
maximum damage is the control center. Much like Aikido, an attacker can use your 
strengths (centralized management of assets, multiple control applications) to his 
benefit. 
 
In the whitepaper we will show 3 possible attack scenarios on the control center: 

1. Attack from the field – how to study the weaknesses and exploit the control 
server software 

2. Attack from the corporate network – research and vulnerability assessment of 
PI software to use it to take over the only connection to the control center. 

3. Physical attack – presented with very little detail, as this is not a technical 
issue 

 
As the aim of the whitepaper is to be as realistic as possible, we will demonstrate all 3 
vectors on a very common target – an oil distribution company running GE Fanuc 
software: Cimplicity 6.1 for their control system and Proficy Information Portal 2.6 
for reports. 
 
2 INTRODUCTION 
The SCADA domain is a high-profile target for terrorist groups aiming their attacks at 
the civilian population of developed countries. The implication of this from the 
security aspect is that the attacker is not your ordinary "arbitrary 14 year old internet 
hacker", but a well-funded, well equipped and highly motivated group of computer 
and control experts. 
 
According to Dr. Boaz Ganor, director of the Institute for Counter-Terrorism (ICT), 
the definition of terrorism is "the deliberate use of violence aimed against civilians in 
order to achieve political ends"i. SCADA systems directly influence the lives and 
wellbeing of all civilians in almost any modernized country, and the best site for an 
attacker to control in order to cause maximum damage is the control center. Much like 
Aikido, an attacker can use your strengths (centralized management of assets, 
multiple control applications) to his benefit. 
 
In the whitepaper we will show 3 possible attack scenarios on the control center: 

4. Attack from the field – how to study the weaknesses and exploit the control 
server software 

5. Attack from the corporate network – research and vulnerability assessment of 
PI software to use it to take over the only connection to the control center. 

6. Physical attack – presented with very little detail, as this is not a technical 
issue 

 
As the aim of the whitepaper is to be as realistic as possible, we will demonstrate all 3 
vectors on a very common target – an oil distribution company running GE Fanuc 
software: Cimplicity 6.1 for their control system and Proficy Information Portal for PI 
reports. 
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3 ATTACK FROM THE FIELD 

3.1 INTRODUCTION 
The control server functions as a central hub, controlling multiple field device nodes. 
The SCADA environment faces a unique challenge to physically secure the network 
itself as the nodes are scattered in a large geographical area. In many cases the field 
devices are located in unmanned, remote installations, where they are located in 
locked cabinets and surrounded by fences. Both these physical security measures 
cannot thwart a determined attacker. The low investment in physical security of these 
sites is because that rarely can a single device cause substantial, system-level damage, 
as well as the large number of sites. This reasoning does not take under consideration 
a now well-knownii attack vector, which uses the remote device's network connection 
to attack the control center itself. 
 
The research we conducted in order to implement the above mentioned attack vector 
was focused on GE-Fanuc's Cimplicity HMI 6.1iii with no service packs and with the 
latest service pack – SP5. Our lab used the demo project which is provided by the trial 
version of Cimplicity to simulate a pipeline control center, which uses Modbus to 
control remote devices.  
 
3.2 TECHNICAL DETAILS 
Upon starting the Cimplicity project, the following occurs: 

• A Web server starts, listening on two ports. One for HTTP and the other for 
XML encapsulated data channel. 

• The viewer application launches 2 processes 
• Cimplicity.exe launches w32rtr.exe, which in turn launch pm_mcp.exe 
• Pm_mcp launches no less then 10 child processes. 
• W32rtr.exe listens on two TCP ports: 32000 and 32256. 

 
This architecture is usually good news for an attacker, as the probability of 
implementing such a complex design without bugs is low. On the other hand, such 
code complexity will prolong the reverse engineering process, should it be required. 
 
Our methodology for revealing vulnerabilities in proprietary applications and 
protocols relies on an escalation of the expertise level involved in each attempt to 
reveal security flaws. After learning how the application operates, we first use 
fuzzersiv, both in-house and open source, which are configured to simulate corrupt 
data with basic similarity to the original protocol/application format.  
Next, we study the protocol, analyze its fields and examine whether a specific 
message or layer can be used for attacking the system. Last we reverse engineer the 
client and server applications, this session is much more efficient when it's performed 
after the two previous attempts, as the reverser is now more familiar with both the 
application and it's communication protocol. 
 
In the case of Cimplicity HMI 6.1, we hit home-run on the first strike. After just 10 (!) 
seconds of running our fuzzer, the application crashed unexpectedly (Figure 1). 
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Figure 1 -W32RTR Crash 

 
Analysis of the crash (using SoftICEv) uncovered that the crash was caused due to a 
heap corruption, and that sending over 2216 bytes to TCP port 32000 will result in 
this crash. This happens since the program reads 0x1000 bytes from the listening 
socket, and copies them to a fixed size buffer on the heap which is only 0x8a8 (2216 
decimal) bytes long. 
 
The crash would prove to be very annoying to the operator, as cimplicity.exe 
continues to run, just without w32rtr.exe. In order to return the system to normal 
behavior the operator must manually terminate the web server, viewer and Cimplicity 
server processes, in the optimistic scenario where he can identify them quickly 
enough before any damage occurs. 
 
The heap overflow identified in w32rtr.exe can be used not only to crash Cimplicity, 
but also to execute arbitrary code on the attacked computer. To summarize David 
Litchfield's excellent guide to this issuevi, code execution by exploiting heap 
overflows is performed in the following manner: 
The heap is managed as a doubly linked list. When a heap is first created there are two 
pointers that point to the first free block, and as elements are added the pointers are 
updated to point to the previous and next element. As more allocations and frees 
occur these pointers are continually updated and in this fashion allocated blocks are 
tracked in a doubly linked list. 
 
When a heap based buffer is overflowed the control information is overwritten so 
when the buffer (allocated block) is freed and it comes to updating the pointers in the 
array there’s going to be an access violation (as the address was overridden with user 
input). 
 
By controlling the values of both pointers, the attacker can overwrite the data at any 
32bit address with a 32bit value of his choosing. This can be used to update the 
address which will be used by the operating system's exception handler, which will be 
called with high probability as the heap structure was corrupted. Setting the address to 
the heap's address will allow the attacker to execute an arbitrary payload. 
 
The research team in C4 constructed a packet which exploits this vulnerability to 
execute an application on the server. The payload can be easily adapted to open a 
remote shell for the attacker or to add an administrator with preset credentials. A 
video showing a successful attack can be obtained C4 upon request. 
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3.3 IMPACT 
An exploitable vulnerability which results in arbitrary code execution exists in the 
W32RTR.EXE process. Basic research showed us that this software component is 
used as a "message router", a component in charge of sending and receiving messages 
from other elements of the system. As this component provides a mandatory function, 
it executes in both the Cimplicity HMI server and the HMI-only (operator) computers. 
This means that both the SCADA server and the HMI workstations are vulnerable to 
this attack. Should such an attack occur, it would be very difficult to understand why 
the software crashes, and where is the source of the attack. Obviously if backup 
servers and workstations will be activated and operational on the network, they too 
can be crashed within seconds. 
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4 ATTACK FROM THE CORPORATE NETWORK 

4.1 INTRODUCTION 
The corporate network is a far more permissive network then the SCADA/DCS 
network. As operations computers are intended for the control system use only, the 
number of applications running on them is limited, and the connections to external 
networks are controlled and monitored. The corporate network on the other hand, 
services many people with different roles, using applications from secretarial work to 
accounting to performance analysis. The corporate network is constantly connected to 
the internet in order to allow email and WWW access, which in today's business 
environment is mandatory. 
 
The corporate network is far more susceptible to attacks. Besides the interface with 
the internet and the various hazards which it introduces, the users of the network may 
not have any education regarding information safety and security, and the network 
hosts external computers and users such as consultants. In addition, the corporate 
network is not considered mission-critical, so finding a computer virus every time and 
again is rarely considered as a catastrophic security breach. 
 
The two networks, despite their differences in characteristics, are in many times 
required to interconnect. This demand arises from the needs of users who are located 
on the corporate network (executives, performance analysis, internal auditing) to 
retrieve real-time information from the SCADA system in order to perform their 
work. For security reasons, it is recommended to allow the corporate network to 
access only a single computer on the SCADA network, which functions as a reporting 
server or historian. This connection can be further secured by a firewall permitting 
only specific application protocols to reach the reporting server. 
 
Attacking the reporting server is the "holy grail" for an attacker who wishes to 
penetrate the SCADA network from the corporate networkvii. The research we 
conducted in order to implement this attack vector was focused on GE-Fanuc's 
Proficy Information Portal 2.6viii. Our lab consisted of an "out of the box" installation 
of Proficy, configured to gather information from Cimplicity HMI 6.1.  
 
4.2 TECHNICAL DETAILS 
Initial interaction with the server showed that when the user connects to the Proficy 
web application, hosted on a standard Microsoft IIS server, the user's browser is 
instructed to download and execute a Java applet. All communication from that point 
on between the client and the server will be based on the Java RMI protocol, as 
opposed to the HTTP protocol normally used in web-based applications. The RMI 
protocol uses a non-standard port, perhaps to avoid easy detection and classification 
by prying eyes. 
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In parallel to thorough use of the Applet to access, operate and query all the possible 
functions that the user interface allows the user, a network sniffer recorded all data 
communications between the client and the server. A close examination revealed two 
interesting findings: 

1. The packet which was identified as the login packet, showed the username in 
cleartext and the password in an encoding which resembles Base64ix. 

2. One of the packets which were generated by the user actions included a 
relative filename and a large chunk of Base64 encoded data. 

 
Finding #1 was quickly finalized. The Base64 data was indeed the user's password. 
The implication of this is that an attacker with the ability to place a sniffer on the 
network or the computer can quickly gain valid credentials to the reporting server. 
Even more interesting is that the Proficy server can be configured to use Active 
Directory as its' authentication service, so when intercepting the Proficy 
authentication traffic the attacker gains knowledge of not only how to login to 
Proficy, but potentially to the entire network. Proficy weakens the security of Active 
Directory, which uses strong authentication schemes such as Kerberos. 
 
An example authentication packet is illustrated in figure 2. 

 
Figure 2 - Proficy Vulnerable Login 

 
The second finding was trickier to analyze and exploit. The suspicious packet was 
sent when a user switched the application to "configuration mode" and selected to add 
a WebSource under a certain name. When this was done, a file was created on the 
server with the name and a ".purl" extension. This corresponded to the filename we 
saw in the packet (Figure 3). 
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Figure 3 - Control Uploaded Filename 

 
We created a modified packet with the same information, but with a different 
filename, and sent it to the server. The application on the server created the file we 
requested. Now we needed to find a way to control the file contents in order to 
successfully implement this attack vector. 
The large data block in the packet which was Base64 encoded indeed included the file 
contents which the server created on its' hard drive. Originally, the file content was 
XML information of the WebSource the user requested to add to his display. Our 
attempt to modify this data block to a Base64 version of the string "Hello!" resulted in 
a failure. This usually means that one or more of the following occurred: 

1. The server performs sanity checks on the file contents data 
2. There's a CRC check or digital signature in the packet which is no longer valid 
3. The packet data includes meta information such as lengths or offsets, which 

are not longer valid 
 
Analysis of the packet, and other packets which contained Base64 encoded data 
(including the login packet) showed that the encoded data is always preceded by the a 
byte with the value 0x74, which represents the letter 't' in ASCII encoding, and two 
bytes which represent a unsigned integer (from 0 to 65355) indicating the length of 
the Base64 data block. For example, observe the following packet data (Figure 4). 
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Figure 4 - Text Fields Analysis 

 
Equipped with the knowledge of how to control the filename and its' contents, we 
proceeded to craft a packet which will create an ASP file on the server which will 
allow us to gain a remote shell. Our initial version of the ASP file had to be modified 
as the server adds a backslash to the quote and double quote marks. Finally, with a 
special "Proficy-proof" version of our web backdoor, we crafted a new version of the 
packet which contains the Base64 encoded version of the backdoor as well as an 
updated length field to make the packet valid. The backdoor was successfully 
uploaded and executed by the web browser (Figure 5), allowing to use the reporting 
server as a bridge to the SCADA network. 
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Figure 5 - Web Backdoor On Proficy Server 

 
4.3 IMPACT 
The two vulnerabilities in Proficy enable an attacker who gained partial or full control 
over the corporate network the ability to execute arbitrary code on the Proficy server, 
which will commonly be located on the SCADA network or a DMZ. This ability is 
achieved by sniffing the network until the attacker intercepts a user login to the 
application, which will quickly reveal the credentials of the user to the attacker. As an 
authenticated user, the attacker can proceed to upload execute his code on the Proficy 
server. The attack will succeed even when a well-configured firewall separates the 
Proficy server from the corporate network, as it is based on the same protocols which 
are required by Proficy to operate. 
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5 CONCLUSION 
 
Our primary research goal was achieved; we demonstrated real, feasible attacks on a 
control center which generate from two potential attack vectors, the field devices and 
the corporate network.  
Besides the opportunity to get hands-on experience with GE-Fanuc's software 
products, we also learned how slowly the vendor responds to critical security issues, 
even if it's threatening the availability of the SCADA server. We can only assume that 
GE-Fanuc is not an exception, as we've encountered substantial criticism about this 
issue in regards to other SCADA system vendors. 
 
We would like to emphasize that additional attack vectors on the control center exist, 
besides the ones specified in this paper. Remote support connections and physical 
security should also be a primary concern when evaluating the security of the control 
center and its' resilience to attack.  
 
It is our hope that asset owners will realize the threat of implementation flaws of their 
SCADA software, and demand their vendor to review and audit its' application code 
from a security perspective. 
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